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Abstract

A well-known conjecture that the classification of power APN functions is com-
plete up to equivalence dates back to 2000. The present paper finds that, in some
cases for n odd, both the Kasami APN function and its inverse can be described,
up to EA-equivalence, via the composition of a Gold function and the inverse of
a Gold function with a certain linear polynomial in between. We study whether a
similar approach can be used to obtain other APN functions by combining power
functions with linear polynomials. We experimentally find all APN functions over
Fon that can be expressed by composing two power functions with a linear polyno-
mial with coefficients in o for 4 < mn < 9, and verify that the cases described in our
constructions exhaust all possibilities of this form.

1 Introduction

Let n be a positive integer, and let Fon denote the finite field with 2" elements. An
(n,n)-function, or vectorial Boolean function, is any mapping F' from Fan to itself. Any
(n,n)-function can be uniquely represented as a univariate polynomial of the form F'(z) =
Z?igl a;x’, for a; € Fon. We say that an (n,n)-function F is a power, or monomial,
function, if its univariate representation is of the form F(z) = x? for some positive integer
d.

Given a positive integer 1, its binary weight is the number of ones in its binary notation.
More precisely, if ¢ = Z]K:O ¢;2" for some positive integer K and for ¢; € {0,1} for
0 < j < K, then the binary weight of i is w(i) = Z]K:o ¢;. The largest binary weight
of any exponent ¢ in the univariate representation of an (n,n)-function F with a; # 0 is
called the algebraic degree of F. A function of algebraic degree 1, resp, 2, resp. 3 is called
affine, resp. quadratic, resp. cubic. An affine function F' with F'(0) = 0 is called linear.
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Vectorial Boolean functions are widely applied to the design of block ciphers in cryp-
tography, where they are used to represent so-called substitution boxes, or S-boxes, whose
input and output are both sequences of bits. This is made possible by the identification
of Fon with the n-dimensional vector space Fi over Fy = {0, 1}, which implies that any
element of Fo» can be interpreted as an n-dimensional binary vector, i.e. a vector consist-
ing of zeros and ones. A prominent example is the AES, or Rijndael, block cipher, which
contains an (8, 8)-function at its core [§].

It is clearly important to analyze the resistance of any given vectorial Boolean function
against various kinds of cryptanalytic attacks. One of the most powerful attacks against
block ciphers is differential cryptanalysis [2], which exploits statistical dependencies be-
tween the difference a = z — y of two inputs and the difference b = F(x) — F(y) of their
corresponding outputs under F' : Fon — Fon; if, for some input difference a € Fan, the
probability of obtaining some output difference b € Fyn is greater than uniform, this cor-
relation can be used to mount an attack on the corresponding block cipher. Furthermore,
the efficiency of the attack is directly related to the largest probability among all pairs
(a,b) € F2, of input and output differences.

The notion of the differential uniformity of a function is introduced in [15] as a mea-
surement of the resistance to this kind of attack. More precisely, the differential uniformaity
Ap of an (n,n)-function F' is defined as the largest number of solutions z € Fan to any
equation of the form F(z)+ F(a+ z) = b for a,b € Fon with a # 0, i.e.

Ap= max #{z €Fou: Fla+z)+ F(x)=b}.

a€F3, beFyn

Since a + x is a solution to F'(z) + F(a + x) = b whenever z is, Ar must be even for any
F, and hence can be no lower than 2. The (n,n)-functions attaining this lower bound
with equality are called almost perfect nonlinear (APN) and provide the best possible
resistance to differential cryptanalysis.

APN functions are typically classified with respect to CCZ-equivalence, which is cur-
rently the most general known equivalence relation that preserves the differential unifor-
mity [7]. Two (n,n)-functions F' and G are said to be Carlet-Charpin-Zinoviev-equivalent,
or CCZ-equivalent, if their graphs I'pr = {(z, F(x)) : ¢ € Fon} and T'g = {(z,G(x)) : z €
Fyn} are affine equivalent, i.e. if there is an affine permutation A : F%, — F2, such that
A(l'p) = I'q. Another equivalence relation preserving differential uniformity is the so-
called extended affine equivalence, or EA-equivalence. Two functions F' and G are said
to be FA-equivalent if there exist affine permutations A;, Ay of Fon and an affine function
A : Fon — Fon such that A0 Fo Ay + A = G. EA-equivalence is a particular case of
CCZ-equivalence, with the latter being strictly more general than EA-equivalence and
taking inverses of permutations [6].

In the case of power functions, CCZ-equivalence coincides with cyclotomic equivalence.
Two power functions F(z) = 2¢ and G(x) = 2¢ over Fon, where d, e, n are positive integers,
are said to be cyclotomic equivalent if d = 2*¢ mod (2" —1) for some positive integer k, or
if d! = 2%¢ mod (2" — 1) for some positive integer k in the case that ged(d,2" —1) = 1,
with d~! being the multiplicative inverse of d modulo 2" — 1. Cyclotomic equivalence has
the advantage of being significantly simpler to test than both EA- and CCZ-equivalence.
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Table 1: Known infinite families of APN power functions over Fan

’ Family \ Exponent \ Conditions \ Algebraic degree \ Source ‘

Gold 20+1 ged(i,n) =1 2 [13, 15]
Kasami 24— 241 ged(i,n) =1 i+1 (14, 16]

Welch 2+ 3 n=2t+1 3 9]

T ol/2

Niho 2t2+;(§t+1) P ietvf;; IR (t;“f)l/ 2 10]
Inverse 220 —1 n=2t+1 n—1 1, 15]

Dobbertin | 2% 4 2% 4 2% 4 27 — 1 n = bi i+3 [11]

APN functions have been studied since the 90’s, and only around 16 infinite families
of such functions are known to date. In particular, this illustrates that it is quite challeng-
ing to construct such functions, which should come as no surprise, as cryptographically
strong functions exhibit no clear patterns or regularities by design. Among the known
APN functions, the power APN functions play a particularly prominent role. For one,
the earliest known examples of APN functions and of infinite families of APN functions
are power functions. For another, all known APN functions (including both instances of
infinite families and unclassified sporadic examples) are CCZ-equivalent to power func-
tions or quadratic functions (that is, functions of algebraic degree 2), with only one known
exception in Fas [12].

The six known infinite families of APN monomials are given in Table 1. It is con-
jectured that this classification is complete up to CCZ-equivalence [11], i.e. any APN
power function is CCZ-equivalent to an instance from one of the families in Table 1. The
conjecture is verified computationally for n < 24 by Anne Canteaut according to [11] and
later by Edel for n < 34 and n = 36, 38, 40,42 (unpublished).

The present paper is dedicated to possible constructions of power APN functions. We
study the composition of two power functions P;(z) = z* and Pj(z) = 2’ with a linear
polynomial L of the form P;o Lo P;. In particular, we focus on the possibility of obtaining
an APN function by this construction. We discover that in some cases, a function EA-
equivalent to the inverse of a Kasami APN function can be described via the composition
of a Gold function and the inverse of a Gold function with certain linear maps. Further,
we experimentally find all APN functions over Fy. that can be expressed by composing
two power functions with a linear polynomial with coefficients in Fy for 4 < n < 9, and
verify that the cases described in our constructions exhaust all possibilities of this form.

2 Composition of power functions with linear functions
To facilitate the discussion, we introduce the following notation:

1. Py(x) = 2" for any positive integer 4;

2. Gy(x) = ¥ is the Gold function with parameter i;
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3. Ki(z) = 222+ is the Kasami function with parameter i
4. W(x) = 223 is the Welch function, where n = 2t + 1;

5. N(z) = 22271 and N(z) = 2227~ i5 the Niho function for ¢ even and for
t odd, respectively, where n = 2t + 1;

6. I(x) = 22" 72 is the inverse function;
7. D(z) = 22" +2" 2421 i5 the Dobbertin function, where n = 5i.

Below, we study the composition of two power functions P;(z) = 2' and P;(z) = 27
with a linear polynomial L of the form

PioLoP; (1)

over the finite field Fy» for some positive integer n. In particular, we focus on the possi-
bility of obtaining an APN function by this construction. We consider the case of n odd
and n even separately, and then present our computational findings.

2.1 The case of odd dimension

Our study is motivated by an initial observation that, over any finite field Fy» with n
odd, composing the Gold function G;(z) = 2**! with its inverse G; ' (z) (where i is any
positive integer with ged(i,n) = 1) and the linear polynomial L(z) = %" 4z in between
gives a function EA-equivalent to the Kasami function K;(z) = 22 ~2'*! with the same
parameter ¢. More precisely, we observe that

GioLoGi'(x) = Ky(w) +2* +2% +u,
where z — 22 + 22" 4 z is a linear function. In fact, taking L,(z) = 22 + px, we have
GioL, oGy (x) = pKi(z) + 2% + p*a® + ¥ o

for any p € F3..

We thus see that in certain cases, a function CCZ-equivalent to a Kasami function
can be obtained by combining a Gold function and the inverse of a Gold function with
a linear polynomial. A formal treatment of this observation is provided in the following
proposition. This suggests that functions CCZ-inequivalent to P; and P; can be obtained
as P,o L o P;. We contrast this with EA-equivalence, in which an (n,n)-function F is
combined with two linear permutations Li, L in the form L, o F' o L,. We note that all
linear polynomials L that we compose with in Propositions 1 and 2 are 2-to-1 over Fon,
while the linear functions L; and Ly in the definition of EA-equivalence are necessarily
bijective. In particular, this shows that while the Kasami functions (and their inverses)
are always 1-to-1 functions for odd dimensions, the addition of certain linear functions
can make them 2-to-1 functions.
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Proposition 1. Letn = 2m+1, and denote L (z) = px? +x. Then, foranyl <i<n-—1,
we have

Gio Lty 0 G\ (@) = Al() + u Ki(w), )
where A (z) = p2 12 + pa® + z.
Simalarly, for any 1 <i <n —1, we have
GioLy g0 Gi_l(x) = #Ki(xfm) + Cﬂxr%)’ (3)
where C*(z) = 1 o + p? 2% 4 22

Proof. Denoting z = y**+!, we obtain

G.oL* G—l _ 22¢ 241
io L oGy (z) =y +y

_ ’u2i+1y22i(2i+1) +Mziy23i+1 +/~L?J2

_ M2i+1x22i + MQix(23i+1)/(2i+1) _wa‘ +x
= Af(2) + 17 Ki(z)

120 41) + y2i+1

due to K;(z) = 222+ = £ 41/ The proof in the case of L*_,. is similar. O

A natural question is whether APN functions other than the Kasami function can be
obtained in the same manner. The following two propositions demonstrate two ways in
which we can reach the EA-equivalence class of the inverse of the Kasami function by
composing a Gold function and the inverse of a Gold function (with different parameters)
with a linear polynomial in between. We note that the polynomial expression of the inverse
of the Kasami APN function in odd dimension (that is, the expression of its exponent as
a power function) can be quite complex [18]. The expression of K; ' in Proposition 2 is
therefore rather interesting in this sense. We note that explicit formulas for the inverses
of the Dobbertin and Welch exponents have previously been studied in [17].

Proposition 2. Letn = 3s+r, 35 > r and ged(3s,7) = 1, n odd, and let L (z) = pa® +z.
Then

At o KW a2 + 22 n=3s+r
Ao K7 (x) + p?'2* n=3s—r,

GsoLh oG (z) = { (4)
where AM(z) = p2 2% + pa? + x is a linear permutation.
Similarly, we have

2s

Bto K Yz)+puz* ™ mn=3s—r
23

GSOL“ OG_lx = S s
n—2s r <) {BgoKsl(m )-}-MmQ ’I’L:38+T,

s n—s s n—2s . . .
where BM(z) = o + p* ¥ + p¥ Ha? s a linear permutation.
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Proof. Denoting by y = x'/2"*1 the inverse of G,(x), we obtain by straightforward
manipulation

28 26—"_1
GsoLh oG M x) = GsoLéLs(y)z(qu +y)

_ M23+1y223(23+1) + M2sy23 + uy

= A (YY) .
Suppose now that n = 3s + r. Then
1 B amn B 23S+7‘ 235

il v a1 medd )

20(2°+1) y23+1

so that y2 t1 = @ +D/@7+1) — 322 +1/(2*+1) which is precisely K (22”) since K,(z) =
222+ equivalently, K, (z) = (23S+1)/(23“ , whence K[ '(z) = & +10/@* 41 Similarly,
py? = @D/ @) — 22 which Concludes the proof in the case of n = 3s + 7.
When n = 3s — r, we have
1
2r 41 20t 41 2854

so that y2"+1 = D/ 1) — K-1(2), and pgy?”+! = pa?” 12" + 1 = 2, concluding the
proof for Lh,

Let j be a positive integer. We will prove that p + pa? T4+ permutes Fan
whenever 3 1 n by showing that it has a trivial kernel. Suppose that p?’ 12y pr? +x =
0. Ralslng both sides to the power 2/ and multiplying by s, we obtain p27+% 1227 4

mod (2" — 1),

2J‘+1 227

p¥ 12?4 pa¥ = 0. Summing both of these identities, we have x = p?”*+?+122”  and
hence, assuming z # 0, #2771 = (1/p)*’+?+1. Since 23j — 1 = (2% + 29 + 1)(27 - 1),
and gcd(223 +27 +1,2" — 1) = 1 for 3 { n, this 1mphes x¥ 1 = 1/u, whence 22’ = z/u

23+1 2+1 227

and 7?7 = z/p Substltutlng this into + pa? +x =0, we obtain z/u = 0,
implying x = 0 and contradicting our assumption that x # 0.
The proof for B* follows the same logic. Denoting once again y = /(1) we obtain

GsoLh o, 0G, (z) = (y + uy@n_%))

=y + 1y

s n—2s s
= Bi(y" ) + T

2%+1

2n—23+2 on=s4q 2541 o2n— 2s+2n s
+ )

We have already seen that 3> becomes K !(22"), resp. K;'(z) when n = 3s +r,
resp. n = 3s —r. When n = 3s + r, the term py?" 2" becomes

s+r s s(or r s
,uy2 +2° _ WEQ (2" +1)/(2"+1) _ luxz :

when n = 3s — r, we have

n—2s s s—r s s—r (9T T s—T —2s
Iqu +2° _ IuyZ +2° _ /L',LQ (@"+1)/(2"+1) _ [L.CL'Q = qu2

Finally, showing that B¥(z) is a permutation is done in the same way as for 21z +
pz? + . O
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While Proposition 2 explicitly describes only compositions of the form G4 o Lo G
over Fon, where n = 3s + r, we can observe that G4 and G,,_; yield equivalent functions,
and so the parameters s and r can be freely replaced with n — s and n — r, respectively,
thereby allowing for a wider range of compositions. Furthermore, if s = s’ mod n, then
G, and Gy correspond to the same function, and so arbitrary multiples of the dimension
n can be added or subtracted, allowing us even more freedom. We thus have the following
general principle.

Remark 3. Assuming the notation of Proposition 2, the following compositions are all
equivalent for any linear function L:

G;oLo Gj_l,
Gn_;oLo Gj_l,
G;oLo G;ij,
G,_;oLo G;ij.

For instance, the composition Gy o Lo Ggl over [Fy7 cannot be directly expressed using
Proposition 2; but taking s =n —1 =6, and »r = 11 =4 mod n so that n — 3 = 4, we
have n = 3 - s — r, and we obtain the case Gy o Lo G3".

Corollary 4. Let n = 2m + 1 be odd with 3 { n, and let i be a positive integer in the
range 1 < i < n — 1 such that ged(i,n) = 1. Let p € F5. be arbitrary, and denote
L' (z) = pz* + x as before. Then the functions

m —1
Gio Ly oGy

and
o LM -1
GioL, 5 0Gy

are APN, and EA-equivalent to the inverse K; ' of the Kasami function with parameter
1.

Proof. Take s = i +n and r = 3s — n. We have 3s — r = n. Furthermore, s = ¢
mod n, and 7 = 3¢ mod n. Thus, we only have to show that the pair (s,r) satisfies the
hypothesis of Proposition 2 in order to finish the proof. We want to show that |r| < 3s,
ie. —3s < 3s —n < 3s, which gives the inequalities n > 0 and n < 6s < 67 + 6n.
Both of these are clearly always satisfied. Finally, we need to show that ged(3s,r) = 1.
Clearly, 3 1 r since 3 1 n by the hypothesis; thus, we only need to show that ged(s,r) = 1.
Suppose d is a non-trivial common divisor of s and r = 3s — n; then d is a non-trivial
common divisor of s =i + n and n, and hence of 7 and n. But since 1 <7 <n —1 by
assumption, we reach a contradiction, and thus ged(s,r) = ged(3s,7) = 1 as claimed.
Now, all conditions on (s,r) from the hypothesis of Proposition 2 are satisfied, and an
application of the latter concludes the proof.

]
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Remark 5. We note that while Propositions 1 and 2 describe cases in which a composition
of the form P, o L o P; is EA-equivalent to a Kasami K; function (or its inverse), in some
cases we obtain K (or its inverse), which is actually the Gold function G (or its inverse).
In particular, this happens in Proposition 1 for ¢ = 1, and in Proposition 2 for s = 1.

In our experimental results, we also observe combinations of the form G;' o L o Gy,
which are EA-equivalent to G; ', and combinations of the form I o L o I, which gives a
function EA-equivalent to the inverse function 1.

Observation 6. Let n = 2t + 1. Then the compositional inverse of Gy(x) = 22+ is

g2 Consequently, the composition G;* o L o Gy becomes

t 2t 4 ot 2t+1‘(2t+1_1)
GrloLoGy(z) = (x2 +1 2 +2>

for L =22 +x, and

1 1
2215-~-1+2t+1)2tJr (21 -1)

G;loLoGi(r) = (:z:Qt“ +
for L= 22" + 2. Similarly, we get

t t 221
_[ o L o ](ZL’) — <I22 —1 + [E22 +1_2> (8)

for L =2*+z, and
t t t 220-1
ToLol(x) = (a7 442" (9)

for L = ' + .

The functions in (6) and (7), and (8) and (9) are EA-equivalent to G;* and I, respec-
tively. Furthermore, for n € {3,5,7,9}, the combinations described in (6), (7), (8), and
(9), and Propositions 2 and 1 exhaust all APN functions over Fon that can be obtained as
P, o Lo P; for any affine function L with coefficients in IFy.

Proof. We show that the functions from (6) and (8) are equivalent to the Gold and inverse
functions, respectively.

In the Gold case, we have n = 2t + 1, and Gy o Lo Gy = (2 1 4+ 22+1)27' 1 Since
20HL 1 =2t + 2071 ... 4 1, we have that this is equal to

t t 2ttl_q

t t
H(x2t+1+1 + 2t = H 2@+ H 2 +1)Y = 2% H(J}Zt +1)% = 2% (2.
=0 7=0 j=0 7=0 g=0

The latter function is EA-equivalent to

2t+1

‘ 27+1 4
S o @7+
— z+1
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Using the transformation x — x + 1 (and adding 1), we get the function

t+1 41
(12 +1 + x? + l‘) ot+1 ot+1_1
= +x +1,

X

which is EA-equivalent to G} .
As for the inverse case, the function from (8) can be written as 1/(z + 1) + = + 1.
2

Indeed, [o Lol = (H+4)7 = (857 =& = L+ o 41 u

2.2 The case of even dimension

Our experimental results indicate that the case for even values of n is somewhat less
interesting. For n = 6, no APN functions can be obtained as P, o L o P; for L with
coefficients in [Fy, while for n € {4,8}, only APN functions from the equivalence class of
P; can be obtained in this manner, as described in the following proposition.

Proposition 7. Let n = 2m, [, = 2";“, L(z) = 22:1 227 be a permutation for some
positive integert and for some non-negative integersi; forl < j <t, andletl <i <2"-2

be arbitrary with 3 | i. Then

FioLoR,(x)=PoM, (10)

and
! 2
PoLo Py, = PyioM od?,

2% —

where M (x) =3 2% " and M'(z) = Sy 229" In particular, both Pio Lo P, and
P;o Lo Py, 1 are linear equivalent to P;.

Proof. Let us denote y = . We will prove that
t 3 t 3
L(y)3 = <Z y221j> = (Z x21j1> = M(I‘)s,
i=1 j=1

this then implies the case for general i due to 3 | 7.
In the following, we use the fact that

2" 42
;— 3j7=3j mod (2" — 1)

for any integer j, and, in particular

2+ 2 .
T+<22” ) =2"F41 mod (2" —1) (11)

for any integer ;.

Sequences and Their Applications (SETA) 2020 9



L. BUDAGHYAN, M. CALDERINI, C. CARLET, D. DAVIDOVA, N. KALEYSKI

Clearly, (z®"~V/3f(x))* = f(x)* for any polynomial f(x) over Fyn with f(0) = 0.
We apply this to L(y)® = L(x')?. The exponent of z in g2 = g2 2@ D/3

becomes

=X

%, on—1 +1 N om _ 1 B on+2i;—1 + 9215 +9om 1
3 3 3
242 . _
= ; (2271 1) =1 =2%"1 mod (2" — 1)

2

for any non-negative integer i;. Thus, L(y)® = M(z)? as claimed.
The case for 2/, + 1 follows in the same way, but we multiply the expression by
n . . 215

(2"=D/3)2 Denoting z = 2+, the exponent of z in 2%~ becomes

(2742 2mtl 2
2 (E2 1)+ 2

3
. 2" 42 o2y ntl 9
:22%—1 221]
( )( 3 )+ t—g—t—3
2" 42 : oot 9
= ;+222j_1_|_22%+T

=2" — 14 2%+ =227 mod (2" —1).
The rest follows in the same way as in the previous case. O

We then immediately have the following generalization.

Corollary 8. Let n = 2m be even, 1, = 2"731“, L(z) = Zzzl 227 be a permutation for
some positive integert and for non-negative integersi; for1 < j <t, and let F(x) = G(z?)

for some (n,n)-function G. Then

FoLoP, (xr)=FoM,

FoLjoPy, 1(x)=FoPyolL,

where M (x) = Z;Zl 22T 4 I particular, F o Lo P, , and F o L o Py, 1 are

linear equivalent to F.

We note that all APN functions that we obtain as P,oLoP; for L linear with coefficients
in Fy over Fon with n € {4,6,8} are described by Proposition 7.

2.3 Experimental results

For Fyn with 4 <n <9, we consider the function ' = P, o L o P; for all possible linear L
over Fyn with coefficients in 5 and for a single ¢ and j from each cyclotomic coset, and
record the instances in which F' is APN. We confirm that all such cases correspond to one
of the cases treated in Sections 2.1 and 2.2.
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